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Welcome to the GNS3 0.7RC1 
Setup Wizard 




'ten Page Down to see the rest of the agreement. 
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CACE 

fECHNOLOGfES 



Packet Capturing and Network Analysis Solutions 



x=ur 



ill -, .s ,-ii^i-m r elder, did 



Destination Folder 



I Brews 



<3) 



6>uL« Jiij )Li jj'jj (U iaaJI ;l^u ^ SlOtS Jl Hi^i ^ ^«iy ,ji iSJJ 

SlotJi 
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FastEthernet 
Ethernet 




$«UjjL jd^ji ToolBar ji ^j* «s>sij ^«u>ji jiiti ^ i%«ai ^ ■ 

p Jul] 
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jj Mint <!l Ud& (Wj <&>la/l ^lill >ij>" £■* f*9^S 
■>SJ &ISLJ.I <uUi |»ji.S <UU* g>«ljj*ll iJ-J ;b JgjiJf ^ Start iiJI 

<u^> ^ j^j' ^ Console jj ^ aj a* ^ij ayij>ii 

^ uj k>Mfi ^ u) >jj>/i jim-h Configure 
^it, ^ jijyi ,w ;uiaij Show/hide 

> jyi ,w x-iii Change the hostname 
j^jsji ^ ^ Change console port 

Console 
jjjyi j-tauj iij Start 

^-jyi jiifaji Stop 

uii'^ Lui^j' Pause 
Idle PC 

)Uli ^J&w; Idle PC kaaaj -j ^ij^l JjTiTmi 2ji 
US) (Lft&JI <u"K UujLy j^ll <t*JJI jUii 5 p.L: ji 6iA 

-ui^i du ^ ^i Startup-config 
j«cs liij >5>ii -ajij Delete 



^ Configure 

"b' Show/Hide the hostname 
V Change the hostname 

Change console port 
E§ Console 
► Start 
■ Stop 

Suspend 
g Idle PC 

Startup-config 
_ Delete 
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■fll Router C2600 




j£| Router c2691 




^9 Router C3600 | 




Router C3700 




jjj^ Router c7200 




^| PIX firewall 




A5A Firewall 




Juniper router 




Ethernet switch 




— W ATM bridge 




M ATM switch 




raj frame Relay switch 




Qemu host 




Cloud 
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jil) SLOTS Jl iliilj ^j&J Configure ;Ui- j >i'3>ll ^JU, ^jmJI ;>Jb laaHi Uiaj 
rk^j <UeS ->^- Uui LAw; >J>JI J lft<iS7inl jj/i ^Jl adli'j^JI ^5 ;Lu&'b Uui 

>3>lli jaliil jiVi" Si J;UJI 



"• Node configurator 



I Routers C3600 



LP 



Routers c3600 group 



General Memories and disks 



Adapters 
slotO: 
sFotl: 
slot2: 
slot3: 
slot4: 
slots; 
slobS: 



NM-1FE-TX 
NM-1E 
NM-4E 
NM-16ESW 




^Afidj — ii ^ ^ <wUa^ NM-lFE 

^ ^ ^5 (UUa^l NM-lE 
wujtil ^ ^« gjji NM-4E 

ji ^ j^u ^ 0) QjjI j Slot ji ijA ;L^-l ^ NM-16ESW 

jiii^ju sisujj >^ Dynamips 
ju>hu £$j j-« <uUai NM-4T 
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securecrtvbs 

^ui jiiw^i ^jl, j^ij GNS3 ji ±4 

C:\Program Files\GNS3 

J a^ U1&13 u JSaau -«>- -J Jau jis, aU Ja&aJi jlSU jji e^jji ua.13 

ji <ut- jj Preference;!*-; uas-3 Edit ^ ia-^, GNS3 ji 

jffli lift j-j'). Terminal command 

sta rt C : \progra~ l\va ndy k~ 1 \Secu reCRT\Secu reCRT. 
EXE /script C:\progra~l\gns3\securecrt.vbs /arg %d 
/T /telnet %h %p 

«9 SecurCRTji 

C:\Program Files\VanDyke Software\SecureCRT 

f VPCS JI £4b>1 £4 g-*U>-JI Jld>d a^i UUS : Jljay 

? VPCS JI £w)b> 3* U JS«iJ -a^ iii^fajl jfljii Jai 

VPCSji 

aiytu ^3 Trace route jij Ping ji jjs^ ^ j>- ^ jaiii/i 

<yi US IPv6 3 IPv4 JI ^ai 4j) ^1 iuua^b SfUtaai iLVJI J UiJi-i ^1 Li>u 

6><Ai9 ai ^ijj ^ i Hi i uj (AMji jSay iWik DHCP client^ j;>« 

.Ja&i lia«2 - 1 ■>] 8Ja iimiII J ■»■*"» iuuaji jaWi ^ a& 343 <Ua*3 
5*5 gw«Uj.JU jabJI >i>uiJ! J;'*"' ^5' |*S^ hf rnll <-!:•) £4b>JI 

j^i; «uu 4iaa.> ^5 GNS3 ji ^4ij>j j-a-ii p .>^ u^j VPCS exe 
Edit->Symbol ^i i^u <t>9*i u>i&3 GNS3 ji j*5 p>uJ' 
^ji u^l^u ^5 >9**«s jusaj 6;5*a ^ ^>^ji <uiuji j yaa^Manager 

tj^t £4334 5* US j^oJI <L«iUJI 



Syirfcd libraries 



CutforrMed node settings 



- — v Built-in symbols 
10 PKJVewal 
KM frafne_re.ay_sw.tch 
accessjwint 
optical, router 
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atm>kJoe 1 
r outer _f ire wa1 
I oute.svfltch .process or 



! C:\Program Files\GrlS3Wpcs 0,16c\vpcs. 



.P/CIDR 

192.168.1.2/24 
192. 168. 2. 2/24 
192.168.2.1/24 



Apply )j ^j* lu^jj <u«.i Type ji -ijUa, ^ Cloud ;u^'l ^ uu^ 

Ok ^tt '- iiaJI ' 
JI jJ[ <uj2 Uuu 

>«ui <uui ^5 VPCS 

giUJI ciA U jAliJShOW 

1 • ~ 'i^^^sBffl^HSHfcliisJ ^ i*** R p° rt jLport 

30001 jSJj ^>ia.) 

Uuu <ujSj20001 
GNS3 Jl^li^ ^S^iTII 
>j'5*«SJI jUa.^ii, jmJI ;jJb iaiii U>~«) ;Ua>J >j; isLia'b 351 aji) 

127.0.0. 1 ^Jl iuUa^b (LbUJI alipi 4dCaj ^"15 Jli/I wj^UI ^Jl ^15 ubli&l 
PCI node I ^ittft jjiiallj 



2001:2::l/64 

192.168.2.2/24 

20Bl:2::2/64 

192.168.3.2/24 

2601:3::2/64 

B.B.e.e/B 

0.B. 0.8/0 

192.168.8.2/24 

2001:8::2/64 



):S0:79:66:68:00 
3:50:79:66:68:01 
3:50:79:66:68:02 

3:50:79:66:68:03 

3:50:79:66:68:04 

3:50:79:66:68:05 
3:50:79:66:68:06 
3:50:79:66:68:07 



NIO Ethernet NIOUDP NIO TAP NIO UNIX NIOVDE NIONULt 

Settings 



Local pwt: 30001 



Remote ho«: 127.0.0.1 



Remote port: 20001 



NIO_udp:3O0Ol; 127.0.0.1.20001 



o«i Local Port >u> j 
j j^i Rport wti. 

Jl cjU. j5 gb«U>JI 

-wi RemotePort 

ij'15 Lport t-Li. 
OK Uuuj ADD ^Lt laajai Ui&5 

jus. £4 jj-fljii j^j,i ^Juuj >5>" ^5 FastEthernetj^ j%. 
-iSi5 VPCS ji ^4U>d ^1 <o/ii »>« <ujij 192 1682 1/24 jSJj ^1 >fj-*«SJi 

^lj uub&j ^luU^ ^1 < iIit'i; ^ilill J ■»■*■"» aUaJI j^&i 5*52 ,*£>'' J4I5II «— ^ J 

Udtfi a^jSjii^jip 192 168 2.2 192 168.2 124 ^iqi^ij^^ 



GNS3 ji 

? >5,." J ■*■*" ^ an.t.ii e j£ J*A-'f 

error 209 unable to start vm instance Ro 
IOS 

Jj ^ k <ui J5^5il jJLU> ^jJLfc ^auiiji 5 iu^JSj'*! Ii& ^^a.1 <LsJ 5) <Ud^JI «uilb 

^ n'ni)7ll <ttU"2l Ja&d 5 ;Lu4 J Ji»Jj' ^fl -iUltl JS J^uy 
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File Edit View Favorites Tools Help 


File Edit View Favorites Tools Help 


^Back - ^f" y . Search Folders [Tjj|- 
Addrf is| ;_J E:\jjLiLcp\networkyi05 v H Go 


^Back ~ __j % Search r Folders fTTT]' 
Address] ij E;\copy prograrn\networmoS | "1 Q Go 


_ c7200-adventerprisek9-mi,12... 

BIN File 
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-1 t720b-ajventerprisek9-ms.l2... 

^ 6 ske 



t <UU, (Uum Jrtad JI jU ^JU4> jS.' Idle PC JI <kbi ;Ua.'U i«i : Jtym 
<LwiJI gl>&iui J 'Uaa. jji Ijjt J5A/5 <Urfi f^li^Ji J>i> ^ b'U^I cm :ul^a> 

j^u<l; ijt nh jS^y J4&1 In £A&U ~ e>« ^ >Si iUjI-Ub ^ J.'J iiUuLUI 

? 641 6 jjt jaUjl r ih'ini) JuS) J4&1 ^j^a. ^LjJa Lit j >i I ii"U l:Ll Ji 
^SJ j 6j5lill jJUi IOS J ■»■■■"" 2*«u>J Ja&ia <_kj «uLi %i^Ja Q5 >i)jJI — .'L — (^) 
<yuaUa s L U1&15 J aUaj Jaa«a taUi ^Si <y>>u j^fj^l J ■* mi 

IOSji 

Jo&ia yla jLua>'u ^ Uiuj ;l>yjJI g4lj>f jLyft'li 1*45 Open With 31 4Ja*ul^ jui 

^ jii 6>« £4yjJI ^11 e jj J^Jl <uila'U f*£ I ^15 Lot oJUV 

V jUaJI jJUv J-ssJi ■ '" )Li >5mS ;Ua> m 2i4u;JI la.^ ajii uuS . jrj*u 
;yf>) ^jmJI ;>lb Uuu) Topology JI jJI <Lm& iuLaL ^ ^Jya^l liAJ aUU ^f-— 
Jasia} U1&J3 »;3<alL ^334 3* US jat^il )UaJI u Jj^JjV tlliiTiH -ijS jlua>'U ^3 i_ilali&! 

ADD <L«1S ^jjyv 




CI node 



BOOttwt j mono j MOW \ MOIMX | MO WC | MO < 
Gmcrc ElhmW NIO<rmuf« AdimMrMo* went) 




? X3 a! jill guiujj g4 2«)b;JI Jajjd aji) OaS : Jlja* 
iUU L r .>i UJ&13 fi$M&tl jlfta-^jii j^jpl JL <LiLal 34 4J4& w£y>^>u J31 t-il^ 
>I3 a) jjjl gy}Lja ^1 <— U1SU3 jnai>ul Jb b^JJUl g4 Uiiajjj3 ^jLuJI JljaJI JUS «4a& 

jLia.'bajii Bridged to ju> Edit Virtual Network Editor ^ji j>4ij 

UMu«a ^4iii i_jLual ^wi^l) >i3 M4SJI »jAa>i «Uaj>'b ajai *^*« ^3 j**s>ijl «Jb M13JJI 

aa,l3 iiuij 

V >i'3jJI jJul UJbwu i-Ml Jilt yjjlit^ll 2^bjJI lii^'i I jU. : JI}** 
^jjl 4a^y ji il^jyi JaA«i J^s ^3) wAi Ljjljjji^l Jatay g4u>JI A>b ^ -<-ilf* 

>3>;i -ijiii.) iaaad gy)b>ji ^ji ^l5j.i ;U&ib ^3 File New Project 

Save N VRam J^l jl jUa. ^3 eitUII ^ J J37.34 ;Ua< JS e;Lul g-ajj |«j U>&3 

Router Export ^itttj 

? SecuerCRT g4u>i 54 GNS3 ji j4b>i ^ a^t oas : ji^ 
ojU) tuij-u ^31 ^ >9*mSji ^ SecuerCRT 3 GNS3 ji ^» j4 JS — S asu 

J3SJI lift <Ua>lai g^aaj aiaa> 

#$Language=V"BScript " 
#$Interface="1.0" 
Sub main 

crt.window.caption=crt.arguments(0) 
End Sub 



® 



o 




<xxx> 




o- 



■o 



£1 £> -Li j St JiijJ^ iS.S'y jJ ^jJl IJIA Oi^J 0' 5*9 

^ AjU-iMj Aiunj S ITii a dJLjA jt I CMP Jt jJUj Ujliit ^jjSUll 

ultsUuj Code=0 Jij Type=l 1 Jt ^tJuEchoojSjJa^ .PijJt 

■IJjJI ^ bublj jjSj («J J^JLssJl £ji QOjuasei u 'i"ti<->j (jilt CiL>ljj!SSfl ^taaj 

Jjiaai^ jjSi JSouJ Ojjuj -U£J -a jJjLuJI 





(_ J\ 1 r f\ lessage 1 \ pes 


Type 


Code 


Description 


0 


0 


i __j _ ^ vv;. :i) Echo i\.plv 




0 


Destination network unreachable 




1 


Destination host unreachable 




2 


Destination protocol unreachable 




3 


Destination port unreachable 




4 


Fragmentation required, and DF flat: set 


3 




Source route filled 




6 


Destination network unknown 




7 


Source host isolated 




N-n 


-j^y- 


4 


0 


Source quench 




0 


Redirect Datagram for the Network- 




1 


Redirect Datagram for the TOS & network 


5 


2 


Redirect Datagram for the TOS & network 




3 


Redirect Datagram for the TOS & host 


6 


0 


Alternate Heist Address 


8 


0 


(^jliii Echo teeniest 


0 




Router Advertisement 


10 


0 


Router discovery selection solicitation 


11 


0 


TTL expired in transit 




1 


Fragment reassemblv time exceeded 




0 


Pointer indicates the error 


12 


1 


Fragment reassembly time exceeded 




2 


Bad length 


13 


•■ 


Timestamp 


14 


0 


Timestamp replv 


1 5 


0 


Inlbi matlOll Request 


16 




Infonnation Replv 


1" 




Address Mask Request 


is 




Addi ess Mask Replv 



Character 


Description 


mi msec 


For each node, the round-trip 




time in milliseconds for the 




specified number of probes 




The probe timed out 


A 


Administratively prohibited 




(example. access4ist) 


0 


Source quench (destination 




too busy) 


I 


User interrupted test 


u 


Port unreachable 


H 


Host unreachable 


N 


Network unreachable 


T 


Protocol Um eachable 


P 


Timeout 




Unknown packet type 



ijSL^ L9-^t jj-ajJI (jt&ul jim hi 
.^■lllll Ja£. sLul Ua jLsj q\ 
<J\ t— (_^jt ij\ Jj^i 

JLc J JQ gjtlUI ^ ms t&ubsj 
i_jL&Jl) ^UJLajJt SjJLoIt 

jbej Ja^u 2 fiiSjJl jLl£. 4jjU11 
74 <| J^j ^ilhtt O' 
^3»jJI ajj& to 'iji jGjSLu 



JaSlui Ji^ui dUc SluuS j P mg^a^l ^ jjiu L^ta JjijU ^,111 Sdmlail ^ft nViiiij 

Trace routeJt jAj Jjtft (>« jai y j^T ^« 

j2Lj Jajojjl l£I (J JUJlSsJJ L^jLgll Jl J^KOjlJ OjSUll Uj£ jyuj jjlh jUuil yil JJLJ 

0' JjSI (^1 £jii$U ^ J*- 3 ' 0' Jt^J f-stilt Jtilt (J cijJ t^>ui US dKiMt 
j^SLj Js^ui jj>H\ jjjjjj t _ T oa Jj».?."ti * ' 'a JS J§ sj^»^« sb2fl l.ci 

^ ^„ij ll ,a J ^ ? .i(jj traceroute^flit^s^iiJ^tracert 

traceroute 
jljUiJi £ i iiuS lSj^s js^is j^^t sr^ji ijjj vi'it 



C:\WINDOWS\system32\cmd.exe 




jt hostname ^^it^tcujS iajlju^ >«ifi 2LiUSLiifjict«Soi>>uSj 

jjjjJI J«£ Jt jit X.X.X.Xyrfjift 
5t J^fl OJA J^JU uCL& I jt 

t^WiijLw^ I CMP JjS^jjJij^: Ping Jt t^sajUiS Sb^t jujju 
Jwjj ij^u/ 5jii »j& ^ Jsji^Ji JSEcho Packet jUj! J ^^Sj 

Jji rtllr -Sj-j rj' J cjSU JL»lj L$jLuLl TTL ^' Jaj^i i^Aua i _ dt-itl 
sjiA ^53 ji-T JLuijU f^Sj j»Mlu/^fl UJuc^ ^.u."Jl <UUc ^ Hop 
tj^llail Jjj^Jl J| JjJjJI 0 1 J 1 1 jS^b j3 t&JL*J9 oljjl l£ TTL Jt Sjit 
Qiia$A US guUJJt CutSj jluiil j d!UA jlS liiJbuu/ IjU i_ ula 

IB 



cer PC Command Line 1.0 
172. 16.10. 2 



o 172.16.10.2 . 
12S ms 63 j 



17S. 16.5. 1 
175. 16.5. 1 
Request timed out . 
175. 16.5. 1 
Request timed out. 
175. 16.5. l| 



cJtoJt Next Hop Jt ot f\9?")i (ji*<> * *3 («S>1ijl1c ias-'i 

(JSJjSjOSljLu^ I CMP Jt jj> pjUalt L-JJalt JLc jjJb |>j2uV jUdl J 

: Ua^S jS jt J9 ^ui 



6 



<Z) 



mi 







§ Wt^j M $J ^ 



o 



<jjjX\ j^-LujUUi l^xi fLLj ^yJlj 3bfctfM^I1 AjIAjJI JU^j Uul AjIAjJI JlLs Jjajj Hej 
AjjJ V31 jT_tieJI -^IjJj».^I c£>******(J! J^juJ^- ^ Joj («j i^^iatll dltj-Ud 

AlS AJ ^.'l'hu Uul t A& (jjuw ,j*-J^ t (Jiab 5^ (J^W Ct 1 ^ ^ JLtau-mVl 
U JS l^l^i- u^lj SjAjw AjJlaj aLiS- Cu^o, Ljl £u»Lu Jj ( ^ uaJ^ ^ 1 1jft"m*i 

er^i ptj%*M tjg^LaJ Uiuai) O^SLj 3j_lAJt 0 jib AJUO, >A^- I Ajv I JLv s^yli t AAj -LjjJ) 

AJslkii-'l j_4 fjbuu a!l> jJ.1 AALj fi-ufuj t AjsLojI ol ^4r*^^i dJuu^lo, ^j^ 1 Ol t4^lSj 

. . . q\ju.uiX\ «UJl 5 5j>>> JUdlwjj 
CitjJuu ^ *J$j2osa AjISLuIi jjuJj^A ( Aj^Sf J^jLuj I AA (jlS olj 0 1 0- 4 J 3^ He j 
1 jLs 4 sCllu JS f«C) j4u> JS Ax>-I ^..LOuJt pj t IffiJbaj A-fAajJl ALajsJl jlxui I jAs ) 
2ujI^uuJI Alci ... laSAg AiSj ft SjIcV Ak*isJl ^Ub=j jAg Cijjsjl 

. 1 p3eu ■* 





V ] ? ( unbelt ASLui) ASLuiJl pUj 5 ^yb U CSAj-aI Jl^ui AiJLJ 

^£ljf tT^i c 'j?*J' i5j"iri 4 (^I»> ^jJjLut Ul3 lijlirill <j§ f AiflHl l^jf JflMUiifcS 

[ itjnlml ua^u/j jlaSjjj J^j Ms ^jjujCLlII 
ASLuiJI sLAs 0AJV3 ^b ( J^l L-LubeJl ) jj^j-iaSjM : guftus j»Uj 

International Computer) ICDL ji 4uhii . 

.^^ui5j^2ujja3i2ua».jji( Driving License 

ICOL 

International Compoter 
Dnving Uoetvce 

... JIHi iJ^b 

,Jjl4 1 i^^fl L-Lajbel1 guL-ua ^b • m^j^u ijl>- ^Ub c 1 _ y ai ^1 3 4a^auj o' ^ ^r 3 ^ L** 0^ 
(Jjl« Jj*'""^ 1 p a-Jlc Jj*'""* 1 j'Ufu (JjA^uj 6Lt_i£jJ_5 l^i^ji^ ^GLjjSLa 

l£1 ^j^J jl^Jl J JSLUl ^^tdjj l^btlt 2ulaJ ^^iuiysfl Jjj ^ gual jJl l-uS jj dlJ jSj 

3 jLuaJl +A ^jjS ^b jLLq-q (JSLtu^g ^LajJ^II oj^b w ^*j i^jJf jj^j^SJl^ 

111 COmpTIA j-w JMi* f»jLLa ^ jjSJl (dAj +A ^ jjSIj SLjUlJI 

CjLojU a J^jju -Uj_j t^UbiaJ tfuJbJi jJ^aUuJl j^fl j^jJ 

Aj<jLJl>>I 3 AliUSug (Jj/jJLj ^jI 3 Aj ^alidl ^^Hlf^ 4_jJ_d ^JiLa ^jjSUl I jib ^£ D j^lS 
^hlj Jaajuuj Luanjl ^jSJ . a JLS> COtTI pTIA ^ ^5 

fMSJJ fiirti^-Vrt o^Slu; Ol2L> lULuSi^ aJlJuJI ^ J^l AJobJl J LJjU llji : J/^l 

Lp- jiaj ijuJ i cLajLnJl Cil^lu JjMDI JM>- , S^ajdi - J^jISJU l^jir 




i-ul 3 j Cj^btll j^^ici Aji Ale j4Liii jdl 3 1 CjLs ^Ldt Ll> IT _lf JL?=^ J§ 
jjiia i Bj^elf dilj^ Jl^uJl 1 jib Aj j_4 AjlJLJl UiS^ i Mx2 Jt^u A2uJa5e3l ^ 

Jbtil ' A£ ^ji jjJi p • iJLu ' ijjS ^-3>»j ^ jLo&a Cj! ^Jlu tii^j U'"^* J (jSIjm 

... Q^J^Iu L4S dJLlfu wjjib^ Jbto 
JS ^-4^1 aJu ( Jl jJiaJl ^3^,1 uutt> junll 5^ U3 ? Ijlu iJLu ^ Q 

? ) A^laJl l^_5jia ^ AL 
xxx AnicLu Sj^_>- ^Aj^j-uj JUail tA& Jjl! j^*; 11 J^nj A3 

CluS 1 a pyttc AJ| l^f Lfijjj ( dLJuju j^jJI \Jj~""3 A ^C M w" * j 1" "IJ*^" dbmajj 

AjI Aj OJ3 j (jj) J 3^1 (ji ^jU",„j ( jjJluj ^ j->-l uk^ 3 ^^-^ j*^SJl lA^ 



... fJbiJJ ^jj L12iiijJ 




^3 4_j\jv) l^J I afijJLi ^3 (jjj Al_d1 AJl> ^ j3 Aj 3 ALml 
IL> ftWli ^Llu Ale Aj^SUi l-iI^UaJ1 uJJlj jjtai ( 



aJ^uj ^3 rtUt3 t flUa^aJl u^xiij (Ja^ lla> Ajl3 L*^ J2dl A^>- 3^ ^>SJ t Liflj ml 
. AJ lUu jjm *i OJjvj dlj 1 ^Jj^^j Ajj3 J IS La 3 t clj^ Aid 
5jtifi]f ^jjjAu J M-> jj-a l£AJ ClujShJ AJu^JeAg Au^L> jJiu Afcv 3 ^£ ja2l£ jiju lA± ^ji UiS 
. ^j'^ jaJJ Aujiu ^ k_^MsJl3 i, ^jjWl L^a ^jw 1 >>t *'^-j AS 3 ^aajJl j^uo^f^j A3 
1^1 j j£\ IAjvI lIuIj La ,^211 O^LixUl dAA JiLa L? ie, «^>-^ 0^ 0-5 Lr^*i 

Oxi Cj ^ Ini l ^j_a Ajjaltf " AJUJ ■-■ l^Lt^i q\ L_ijjl^ t i_j^l2dl ^j-a aWLm Jj N^"— a Le ^> $a 
I^jAJI^ JAaJt l-iLluJI 3* Ajvi i^l J^bl^^l 03»>Vl Ajl)| JjJsj lIlajm jlaJl I jib j^iu 

?$? Ci^UUl a jib JiLa Oi^M 
AJ Ale jA«j ^Ai (^JJl * ^^j^^Ul 3 3 ^aJI diJl 5^ j'3 
)Juul$ 1 " jjj d jjVT AJ 31 ^jJJl "03^ 3^ US jSJ a in a ^ p^j*^ CAksl 



Jib 



"Aj 1 rtS jJl 5jj3 dill fulj I JLu V JaC JS^ dill (S^uL JUu J 



CQC CompTlA 




# iUjliJI Cabell £ sUoilt J! # 

::: AabeJI 0 JA J Ojlj^J 
jjl oMj ^ JajJjta CjISLlui ^jLl^j 
+A: j/Sfly^j^SJI 

+Network: yF iDJt l> , Ji ai 

::: iUjlidl Aflbjl J Oi^J^ 

... IT -11 Jbm j J*au pi frdaTiMJ pSl 

...+CCNP.CCNA, Network 



LjjJl ^ Uutflju Uj 1&>*»j J\j LijUci j Li! d jLu ji aijl JUj . Jja^ll aui jS3 ^jiiij <U£ 
ljLo* u ^Lc Ljnlii S jbt_L3 j±L ->Lf> 3 1^"'" SSjjL q ^Su ji^ Jbif <til.u!l >UJ jj 

^ CompTIA i^uiu j& a^tiidiHjt ulii ciis >ji o >>'^i cibsmi 

. U£l>^ dJ j fuaflui Ai jbsli gule i$! Ljl £-J>U ^JlA jji- 
i Jaiij Lgjj^»i JLc- ljISLuuJJ <uJl*JI (fljftilMl JLJaJ LjjLuijjS JS jS'iiij iii CiSCO iliua 

Microsoft 

+Network _> Ijus s ijui ^ j^s +A ^j^s jisj juu 

♦Network 

. jjjlo gJu-a J*c >— itSLultl j£ £U5 
tliLuij^SJl a jj& j^j^S JS j£ 4joL> -_j^L5u i_uSuua Liil Luftiul \ LjlalSu U jSJ 



o 



o 



o- 







Virtualization 

(oJLatJt cijui <ul£Ji dUG^i >&iM Jjlu^i Virtualization 



ajj& CiblJj o^f l^r>! j>c SCajSaallj Oi^li' .s 11*1 1 jjj^.iaS".!! S^^vi ^ (»$J 

IBM aSjji ujjis lAj^ia (>» Jjijl960 pic js -a^j 2ujj& 2uj2Ui 
oi^i>« ^AUSa International Business Machines 
caiS IBM 7044 (M44) jb* j&tih^\ s j 3 3 ±l&\ 534*1 

JajtJJ Cibslbtll SjjLflj ^^lc blu (jiiSj»ji lSJJIj Sj-s JS Sjl>I^ AssJUva \iU»j p^flJ 
SjV^ ^ CulS u^'i L_umall jjj^L («J ObsJLsdl 3^3 jJjbj 0' Lo^taj-j 

3-4 Udlsuii ajx. J-l2 jdbll a ^2 pljj&uui Ct>-ljl L ^j}\ LT iilj^i2^l J„u.*u.ll "iTTi 
j'i dmirv^ *j4*i JM>- {y> j^Saelll (Uj Ajoftj £j4>>! 3JLC J! d <i_rin7>~ JMi- 

jl2^, ciajjt ijjjij jj.'tii i>° j-^' J. 1 * 1 ""' iujtSjai ^Lii juubj CI lent 
pic jiiu si^di ^ Ldu (>sjuj cj! o 5 ^ 0^ untrusted j^ili 

rt-i (jobelt pUajU 'iLLSjjgi OJJbsj <Ul»f pbjaJI JmC JS SjJlu j>JLC J! SJabaJfb 
. « M«-*]l sj4»i jJ-J i hmi « JSuZu jUudl (H_im7l"j (tSjfailJ 2ujlSu4l dJLui jj5Li j*J I jj^Ij 



^omfin u^ij jbujAj Software g^ijjJi <jj 2l^u> jj'sfi aa.iUii 

JLaj^l J!^l> ,3-4 Joju i^JLjiA JUbLuj q\ ^jWtm *)j Cilii ih aJL»J 

pUaj (j<a9tj LJ Ul CiLuSlI <C8uiaJ Jinlj ^jji ^JLui^ juIiLl« J£uj jj^ J jlglb 

...^llj J 1 -iin 'ill 

Instruction Set Ar chit ecturea^iiji aa^aii 

(J^i '"i'^JiiiII ji. j^jJjUjll ttP (V-> Juaiu ^jlll e> 7t /r-itl ISA 

{j*a\jj&i\ Jj A m"1l rjj'ifl") jlS^! J3I Ojj^lail ^jj ^1 ZUn-.h 




4j juaHll a Jl& J.9JJ 1 h_i^ 



40) 



o- 



50.000 J\$>. ^jc j^u^u^ jji^li 2L>->uiii 2ulajyi jia-i :Xen 3.0 
Intel or AMD cibJU* JS ^ J**j j^ijifi ^ jJa^ 

x86and 64-bit 



vmware 



a^u.'.Vi ^ Ui»ssj ^jSjflj Jbsii (J j^ijfl : VMWare 

jj-al jJ 3 JLt i'IIbi (^Ag er^b" JSluu J_i oVill Laulj_i 2l>DI b> Jlxj La ; j 

VMWare- Jiu u>uiu jjiinili 3 Uajj jMi- ^ J«y u-* U'"'^ 
VMWare - Server Player 
VMWare ESX Server Jj*£3 j»Uai -a^?- j J! aabaiifb 

^ JjS jj^> L>ojjjuj b^a US yi ^^bsijj&tfl J_m«i"1I S ilof sjbb u<>L> 

Hypervisor 

ft 

Windows Server2oos 

Hyper-V" 

,>* jjlaii pUiiJi Hyper-v ^ Jsjju ^ : Microsoft 
2008 j&jy JS^iS 0** S .' ,r>l d^^-J JMa> 




Sun VirtualBox 
a ~ XEN 



O 



CITRIX 



XenHypervi- ^ f»Uaj : Citrix XenServer 

bajt (jjbu J* J S O r 



Virtual Iron 
IBM VirtualizationEngine Platform 

SWSof t Virtuozzo 
OpenVZ 
Linux-VServer 
QEMU 

t^jMi JS (jiact (<iJ CuS *suljJI Sj'iTi'tt S ^ Asel JjjtS aJUb 

Ja^u, i^JUl^ jl>.^5 JI2l«j l(j"_il->ii"i (oJj o' j-» j^*' <j4* J^H' J§ 



^j^iij^sfi JjLuCUt 3j*ift" 0ij5^' ISA An \-> J Mi. 

Jujjj (jUlj 2ujl2dl Sj^i^Jb 2bs<i»$il WnuniW A o_iiu7i"ll aj^j Ul J.u."."J 
t$j u^li- JjtiM pUau JMi. ^ ajj»-^ll jjjjjbJI Jjl>» J§ wSaeoll \ul&»l 

virtual machine monitor _ji hypervisor 

l^uSjLaj Jj'tni" j»Uij jjSi ijjirVl" J UI ^UuU lAjJJLl (jJ% ( NMM ) 



Application Process 

Virtualizing 
Software 



OS 



Hardware 



Application Process 
kJ\J\J\J\J\J\J\_NJ\J 



Virtual 
Machine 



aia^i^j >_<iS i^jji Virtual Machine ljUS o ! J** 11 

James E.Smith & Ravi Nair 

:^IUit Jmlrnllb 

10 d /d 

ta i c j^ji ^^ji t>i iij ^ 5 jjis giuii asiia tjn'rni 2? 1 iu (jAj 1 960 

8j^»^l J' J^s^il ^J u "-" u^^jj JL>I^ j»Usj JM» : tadd^l 

backup, JiLa j^i JaJjj ^jJI^ AjjjJU'I djLuaJl Cibiuu j>UaJI itjuu dllj 

l-iWu i.iiWn ois JjS j^a archiving and recovery 

jj ,_yialj^a2/l J_l"l nlll ^4 (jS3 JjLcLu ^il^jJI Jl^>- aJlJLti^ j£ jyui j^JJuj 
Jj^.t.'tl ^UaJj Sj^ls Jaju ft^jill J Ma- jULub (yt jjSI j^^l I'Ua 



4i) 



a^lkJl J yjil ebloUl a.iin" bJ b>ijuu ^1 jj^>UI o' = "WU*" 

ulll Cilj^ jjmJl jJLt. Jjiiiu JM> bJ 8JUa>^II SjbLaJI ^ 0_9^j O 2 ' 2uatS 

ji^a. jifl>b i>> jj^, j)i VMWare g-»b j_j ^jDEiuu iajSI s jjjS 

2ujasiuai aatkJi (>a %60 

^jiisljILa^l J_i"i nlll 3 jS3 otII aJt^j ^^ioj CjIjj^j^ ,-.I,?."_.j,„ J.,.,, 
U-° U* 4 ^ J^>^' Oi^j -Li «bbj tjjlat 4 (JSmJ S iIotII aj^j j^^ij 

.2ujb!i as^ii 

53^a>'2fl J^a^ll ^it-ilm* JL>lj jl^a. JM> tjAS : ViH <U»)Au4. 

JS J»£j sbi SujlSLaS J! ZLabaSfb^jo^ JSj jabell Desktop 

'A .jiun Jj^jbuJI JS aJL>l^ iUiSI jjs iuiLi ^ aj^»yi 

^/j^-"; ^1 ^_ |U """' S 'J.-^j" ZUo&jJI aj^3»2fl JM> (>ai : <UU^I J ^jLc^f 

I^jla Liblj^ jui 4jbt> JLiibj 
j^jLu^ Jjl« JL>I^ jl^av Jlc. JjJtuiu ibjajl oJLt (>lJaeILuiij '.'.'"•**'"' ^jlSLal 

. (JJI^J Jjl fJl&^Ltl 

Jj jil bajl dJb&j ^yia jj^ifl Jj'm'ill ^ bJ l^oaej ^jUI Jjl ^hJI («j5jI CulS a JLA 
Aasj^ a b^lJiauu/b f>^J ^jUI J_.4,?."tl "a .U.'J i_uuau hll^ej ^^iJI Jbl^hll 

4_balil 0 j^l Bj^Lail CitSjjuJI j^jSb 



jAtoii ^ jtt^ JMUi 



. 4-alJbelmi Jjl $3 j i^v^J^ J^S^J^jjJl J^>- cLaJibJ |dA j^ajAj Ja^tuj dill s-Uu Ji iUJjUaJt jlJLCSfl J§ 



iiii* I jjb ^ujJ Ag^Lal 5MS"i 51 2uaLal <t» j-i Jj d£j w dJLsu ^ jjl tJjS\ (_j n n *r t 

^ f " ^ 0,3 1 1 " M 1 J ^ *' ' ^ 

cUjlus^j Jj^ajj jjWVl JjjUsaJl JjUall l-uSIH J I Ja>> Jala 3.3 ^1 £Sft 

JjJUl J> 4jw 4J^iuij 'jU'-j Jala^U jte VPN JLajl ^JLufc jlS jJ djl US 

ol ^*jJ 

Ip Soft Phons 

O-atju (jl Jjj ^slitjl jJj^^LftSJL ^j^j5Li4j j^auj A^Uui Jj^wj 

J-uu^l^ JUaJ^t klal^j jJtXltuUt iJjla o^ill 
JjLjjJI -Lev 

dJUij ^1 ^£1^ CulS fflj^i _L>-l^ ^gj-Lcua ^ JjLuj jJI JLuLlut j'tfi 
LjlJb j tjj^ 0 j-j 0 jii-dj w w4 jiiSf Jjt^tj ^ulauLuj dLil VO X P ^ 0 'j^la J_> 

. 4111 cLi ^jt j^u^iiJl 45Llu i_u£jj£ JSLui jx. i^JlS^L'luj ^jlnJl jJjJI 



4 4> \rt 4 

Voice Over Internet Protocol SuiSJjw^iyb Viop 

j%c (JdjJt Jaul) I XP JjSjjjjOI ftJafaUiU(JI dS iwJt jtx, d j^ail Jj^j (j£ SjLt£ t-Ag 
^aaj Sl^uljjl 995 J! SjSLhJ! dJA ^JjLi -3^5 AjjUJt CiK/iiiU jjC 5! 

(cJj Ja^i^jJij IP Telephony ^ ^=>l>. j ^nij 33^1 jj ^Ubej a_4_^ji 

o^Sj ijl 3n3.1og «^j^aJl (Jj^rej |«jj dSLulJl jix, Cij^aJl jjjaj ^ 

ojUl4 SjLc ^ JjiUi |«J\jj tgJLoj (J^uli dj^UA ij' BjLuiVl p_"- i?t " ^luj 

ijl»>ij IjUla j_>u i^ji cu> SlojjJoJi analog* ji ci jUi^i L >«5ju o >>•> 
ji^fiii ^ih'ifnj ^ analog ji ^>>f ^L^tj ^ analog 

VO I P j»l JLisI^i JLjI ^fl 
Ijiuijl jJ SjuLnJf U jJl^ j^Iajdl VOIP 33u iSJt v >c Ci^uaJl Jnj ^j^^a IJb UjLlc 
jLlc JAjod d^LlSUl jj^jj Q^juti jil BjJUiJIj ^SLluJI j^lc Cij^JI 

i^j* jjeiiuii 1^ ^j u "'-j 2uj)j Dial Plan j^situ ^ju^ j\ jj 1 

fbsit fef^* ^3 M^-a ^l^jt iL»jjl ^LijSLa aLjscj J Mi- ^j-o^ Libta pfl*',;.* U_^ JLtaj^l 
£jiijt ^ j ^ rt ^ l^i^j^ J_>.i 3 2u j j*"- 11 ^ lILjlI jlS MiLa£ 45LuiJi jjjJuJ (%JIjJI 

?jn<hj cLOJjlaj JjMjISJI JUJUj 3 &iS3 J J 1 *"' 
Cic^jJLa JjieJ^ ^_>aj^nJl Ci^LlS j>JbtItoj DljJl CjMjIS jiC J2uJt tUI < "n 
CjMjIS ^Idi&ILul j»JLc f«j s?-^ 1 j^jj-JI JjieSjl ji »^ lauiaj jju Sjlc ^jju ^joj 




JNCIA JNCIS 



Juniper Networks Technical Certification Program (JNTCP) 
Fire v. all VPN Track 



JNCIA JNCIS -JNCIE c^^ ^ 



Juniper Networks Technical Certification Program (JNTCP) 
Enterprise Routing Track 



JNCIA JNCIS -JNCIP- JNCIE 



Juniper Networks Technical Certification Program (JNTCP) 
M/T -aerie* Routers Track 



E Series Track 

di^ii«3 Uwjj Series E ji ^ i'^} ^> j^ujl mUuJi m 



JNCIA JNCIS 'JNCIP 



Juniper Networks Technical Certification Program (JNTCP) 
E-Serles Routers Track 



virtual routers. BRAS, routed & 
bridged 1483, PPPoverA™,PPPover Ethernet dynamic 
configuration mode, L2TP, policy management 





jUi»Vl j>2 j 


E Series 




JNO-120 


JNCTA-E 




JNO-130 


JNCIS-E 


JNCIS-E 


CERT-JNC1P-E 


JNCIP-E 



Firewall/VPN Track 

^a^n 5* ^Specialist Associate )mi iea mu*ji 



JNCIA JNCIS 



Juniper Networks Technical Certification Program (JNTCP) 
Flrewall/VPN Track 



VPNs Network Managementiuiiii ^i^i ^ &»*m ^ 
Troubleshooting with Debug & Snoop, Traffic Manage- 
Q ment, Virtual Systems NSRP, Dynamic Routing/Routing 
£,iib3«io »uj over VPNs, Attack Prevention, Multicast 

Law ! 1 1 h i o j 



<jjlla*3l clilal^ Mill 




Firewall/VPN 




JNO-522 


JNCIA-FWV 




JNO-532 


JNCIS-FWV 



^iUi 6iA; 

Intrusion Detection & Prevention ( IDP) Track 
SSL Track 
DX Track 
WX Track 

Unified Access Control (UAC) Track 

Lit lUull f^t, >£l JdUdUli jLu[ * ■ u " 7 iul jjl lift ^jjlij 

www juniper net/us/en/training/certification 



Law «UaUI uljL^Ull ^(ijty M^il MUwJI p^aJI (till £}«tyU 

j JuUy jwd^ J^W ^ i w c- ^UUul iiiJ) j! Jjji )u J-i 

Enterprise Routing Track 

Specialist ja^ij Associate t^i ^u^3 ^ oi*s ^ ftujiyi «uy* 

Expert >-jjij 



JNCIA JNCIS -JNCIE 



Juniper Networks Technical Certification Program (JNTCP) 
Enterprise Routing Track 
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OSPF.BGP. jiU giu'^yu uu 1 ^jSjdjjjij >;'5jji ejiji 8 j iS ja ^3 
(jiai jii/i ^j* jUitfi ^ijRIPNATVPN 







M&T Series 




JNO-201 


JNCIA-M 




JNO-303 


JNCIS -M 


JNCIS -M 


CERT- JNCIP-M 


JNCIP-M 


JNCIP-M 


CERT-JNCEE-M 


JNCIE -M 



Enterprise Switching Track 

Associate )hm ^*jJ NO-400 ^3 i&u e^ij ulu ju ^9-01 

Junos Security Track 

gja^y ^5 Specialist &*i>* jaJNO-33 1 5 3*3 Lui ^3 ju*t) mu>*ji 

JNCIA-JUNOS ^bUuJI UA ttj ^ J-aai jl HAi. y^u iAf ^jC U "i 

or JNCIA-ER or JNCIA-M 
Introduction to SRX-series, Zones 
SCREEN Options Security Policies, NAT IPSec VPNs HA 
Clustering, Intro to IDP. Firewall User Authentication 

M Series & T Series Track 

uajuM gj/i ujj Series M&T ji ^ >*u^ «>a&! 54 j^l&ju <ua& mUwji ei* 



JNCIA JNCIS -JNCIP- JNCIE 



Juniper Networks Technical Certification Program (JNTCP) 
M/T-serles Routers Track 



BGP, ^ ij^u J&uy ^3 ( ERij^d'3l>ll ^LL^.i g4 g^<a>J4 Uyi3 

OSPF IS IS, and RIP, routing policy firewall filters, CoS 

MPLS VPNs, IPv6 and multicast 

Uu'iiih'i<3 — Lu_^. |»Uyu i^i'i »M3 







M&T Series 




JNO-201 


JNCIA-M 




JNO-303 


JNCIS-M 


JNCIS -M 


CERT-JNCIP-M 


JNCIP-M 


JNCIP-M 


CERT-JNCIE-M 


JNCIE-M 





? Gl£f£U ^jC ^Ula JJa£t >U 

87% i : i 



4% 



4% □ 

Cu £U»ljJ '"'1 J " • 

2.5% " "n 

1.5% □ 

jjjiil ^LjSi. • 

1% D 




^ibh4 Jiai) 94 U jjlj-a/l Uulaj <u$4> 
j lift UJU 6 jmSJI <£JI ^ Jjy I iftj iu/U/l <Umu/I tJAd j*J ^ JyljJf 94 

£t&j -ji ^i/l ^Lwftl ^jj'i ^ j!5 UOSI— « 
jUmII fvA-o ja^ij (W*" J Jl** J3 J fAJ li^ 1 j #. J S^' ^>*t'S 5iILfill-»d 
«L ^J> <uLa^L £'y>) )mU Uuiaj i>J^ ic^i} jUj** djU$J iU^'^lj >w« 

>S>m1 <uLy j jj }JjU *-j>* ^i&amJI £y jlij xJJjU *d>& J-i hd£*uJI £yjlj' jlAi jLi* 
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CAT 6 

Gigabyte Eth- j ^ jjt , juwai 
CAT ernet 

-250 ji^ c5t 5e 

CAT 6A 

^u^SOO ji^tsi lOGigabyte Ethernet 

CAT 7 

lOGigabyte Ethernet j 

»i!Mu/2(l jrjj JS J j^- (<u ljj Lju^j600 (JI J ■ —" 1 jjUuJI 1 *' 

(") Sj^oJLl Qiia^A jtH US JjlS JSouJ jj-^fl 




www.networkiset.net 



CAT 7A 

1 OOGigabyte js j^j die >kJi ^cjj jjui ^ uui^i 
iujliJi^ 1*^.1000 JIcJl^j Ethernet 



a! JjI^SJI jjj I j if U jjl j^s ijy>- i% £Cl>J&$uj I'i'i^I l(j_il<~ — uSU Set jJa 

ciinj 'nn'iu sj^i 'Ug'^j ciUlx1loj7 o^fi jjLa jls^ Categories 



CAT 1 O 



d_ri?m (3u."l« jjcj Ljujiuaj jji Categories ^uis^ju^^i^j 
ISDN 

CAT 2 

ji dis^i Token Ring jj ^^aji aicj^ j^^4 2luUji ^ulu 

A»>Lijl MHz 

CAT 3 

CAT 5 

VoIP telephone ^ j> jjuu s \ ^u^jfi ^ 
16 MHz 

CAT 4 

o- 4 f j' ^b^Token Ring ji ciisllu l^ji >■_.•.. 

20 MHz j jj^jj cij Uuj 1 6 jsjiiJi j^ajj^Wsfi 

CAT 5 

a jjjS Slcjju a j^>u CitSLbuJl J§ ^f^-jj ^1" ' *il-i»-Li Jjl^SLll g a-Jl aaA f>ta 

ATM jij TokenRingjij Ci^i j^i su^u ^» j«u ^ ^Ua^ cLi>ij5fi 





SKAUSTIN TAYL0RS1-NET ANSIITWEIMB ISO11I01 CATEGORY 5E 4 PAIR UTP 203M 024133 



LENGTH MARKING (every metre) - 




CAT 5E 

ajj^jlooCAT 5 Jl j*. In" <i JSoIi i ajjLuaUl JLau jsuuif I ^j-a ^uislj US 

jL^cutix«l25 L }!<ac >ul j-u 5 G i g a byte Ethernet,j<ucj 





clzjL> 6ju-\j> bil^jjj £>b o^- S^Lo/jU'S ^SL^ju-uu CjuJLcI 

JjojlSLJ3 Associate Ijo+jo lS^uuuoj Service Provided I 



640-760 />3j}\ bil^jjJI ojlA Jjo^Js d^L^iJI ^bdl />>^JI 
Supporting Cisco Service Provider IP ^Ul /xj^AJI JjoL*^ 
dSiLJI ^ />lc J5L^ju oa^u v_sv^Q (SSPO) NGN Operations 

IP q^: PjoAiLo v_jJI ^9L3\JIj CjJjJu\JI oloAitjo ilAcI v_sv9 Pj^ojJjJI 

juAqJI J^l \izA> ^3 IP Next-Generation Network 5 I NGN 

CRS ^SLujujuj 6j$s>\ qjo 



CCNA Service Provider 




CCNA 
CERTIFIED 
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Perform the network incident management process 

Describe how a trouble ticket processes through the network 
operations center(NOC) 

Identify key network incident metrics in a NOC incident report 
Apply an incident management process 
Perform incident management using basic tools and documen- 
tation 

Close an incident ticket 

Prioritize incident tickets according to standards 

Escalate an incident ticket according to typical criteria 

Create an RFC to implement a fix or workaround for an incident 

Apply the problem management process 

Apply the Information Technology Infrastructure Library (ITIL) 
problem management process to the task of managing 
networks 

Distinguish between incident management and problem 
management, and determine the interactions that occur 
between them 

Perform first-level network monitoring and trouble- 
shooting 

Use network management tools to monitor network status 
Interpret device specific alarms and determine the severity of 
the alarm 

Initiate troubleshooting procedures based on received alarms 
and/or log messages 

Use network management tools to troubleshoot first-level 
network incidents 

Use syslog functions, severity levels, syslog traps, and buffering 
Use knowledge of IP fundamentals to determine the most likely 
cause of a network problem 

Determine the most probable cause of a problem from standard 
output and SNMP traps 

Utilize common structured troubleshooting approaches 

Perform network configuration management 

Backup configurations across standard NOC architectures 
Interpret basic standard scripting commands used in automat- 
ing network maintenance 

Interpret basic UNIX cron job commands used in automating 
network maintenance 

Use a network inventory management process 



Implement network changes and change manage- 
ment 

Accurately document a network 
Utilize a network change implementation rollback 
Implement a network change based on change documen- 
tation 

Perform a network upgrade 

Identify upgrade or downgrade issues and recommend 
corrective actions 

Verify the usability and effectiveness of a network change 

Apply the fundamental concepts of service level 
agreements (SLAs) 

Identify the unique characteristics of different SLAs 

Inform customers about SLA issues 

Monitor service levels against the requirements of an SLA 

Describe basic IP technology in the Service 
Provider NOC 

Describe the purpose and components of an IPv4 address 
Describe the purpose of and components of IOS XR 
Use IOS XR to perform basic router functions 
Compare and contrast IPv4 to IPv6 addresse 



<8> 





(Jjjuu^juuJI 3! ><3jJIj /kia^J ul gJai-uju LpJ\L> (jjo l j\jJl3 J-Web J.;.g-ft.V.) ^o^iij v_sv5J OjjoJI jjjjjpr gxs i_S_>>l OjjO 6i^£ 

cl^jL> j-web PackageLojli Jjg..juuJI «uLxc />jo ^^s^SJs . <>5-....i-.-..i.) 6>^>l ^ oi^^joJI SDMJI Jj&sJ q^jLiuo l&Jo -j^s 

<-S^_uj £_>_*iJl3 JUNOS J_iS_»ijuJI /)Uflj ^svlc Igj-Jojuuuj /J^flj Ls>-X»j9 jjSjJI ijOLc ^9! l^JLoJtJ joJj$ JUNOS ,jjO jljuol J5j 

9.0 jl.x-o\JLi o-obJI cl5sljujlJI !jJLc o^Sj 
J>l jjo ojlc Olive +VMware ojlcLuuuoj 03SL1 ^9^s 



-^SjJI J^l^ cD^UJI v-'->-*.'.'3 FTP Jl jSjt-uJ gjo JLii\JI S: s\j3> 



root©% pwd 



root©% cd /var/tmp 
root©% ftp 192.168.1. 



22Q Microsoft FTP Service 



Name (192.168.1. 2 :root) : administrator 
331 Password required for administrator 
password: 

230 us e r adm i n ist ra to r l o gg e d i n 



1 em type is Wmdows_NT. 



Typp ^Pt Tn T. 



ftp> get jweb-9.QRl.10-signed.tg2 | 
local : jweb-y.URi.1u-signed.tg2 remote: jweb-9.QRl.10-signed.tgz 
200 PORT command successful. 

150 Opening BINARY mode data connection for jweb-9.0R1.10-signed.tgz(4749299 byt 
es). 

100% |**************************************************| 4637 KB 00:00 ETA 

226 Transfer complete. 

474 9 P 99 h ytes received in 0.83 seconds (5.45 mb/s) 
Ftp> bye 



VMWare ijlc o^io i_sy ujuSI js-^js ._sJ-c FTP Cjuujj 

l jjo gj hv _>9_>j_<jj Or!5^J c, - :u0 >-9-l-pJl3 
Start — >v_sJLJI v-juJ>JI SjjII_jc>- qh; »■'» ^suj}o$ >»5>JI J»l^ 
control Panet -> Add/remove --> add/remove windows 
/x9 UAajgcomponents ~>Intenet Information Services IIS 
o,>aJlj LcvS FTP Service jLii-L 



Su b c o mponen t ? o f I n t erne t I n formation Services (IIS): 



□ ♦ Common Files 



^Documentation 



v] XUFile Transfer Protocol (FTP) Service 



^FrontPage 2000 Server Extensions 
@ ^] Internet Information Services Snap-In 
□ il^SMTP Service 

|D EWorld Wide Web Service 



3.5 MB 
0.1 MB 
4.3 MB 
1.3 MB 
1.1 MB 
2.3 MB 
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|root> recuest system software add /var/tmp/jweb-9. 0^1. IQ-si qned. tqz 
installirg package '/Var/tmp/jweb-9. QRl. 10-si gned. tijz' ~. 
Verified ]web-9. QRl.10.tgz signed by PackageProduction„9_0_0 
Adding iweb. . . 

Available space: 102686 require: 6836 

Mounted jweb package on /dev/md9... 

verified manifest signed by PackageProduction_9_Q_0 

Executinc /packages/mnt/jweb-9. ORl.lO/mount . post. . 

Reloading /conf ig/j uni per . conf . gz ... 

Activating /conf ng/j uni per. conf . gz ... 

mgd: commt complete 

Restartirg mgd . . . 

Saving package file in /var/sw/pkg/jweb-9. 0R1. 10-si gned. tgz ... 
saving state for rollback ... 

WARNING: cli has been replaced by an updated version: 
cli release 9.QR1.10 built by builder on 2008-02-14 03:18 :33 UTC 



Restart cli using the new version ? Lyes,noJ (yes ; yes 



Restartirg cli 
root> 



PjOoujI ^jjuJI l_sJ-C _\j_L> jJL>jo >^-by *J*$^jj v » ; .^ivll ^jjo cL^JLi\ll _X2J 

guSUI &2>£j /xs uiJLoJI l_Lcb vjvs ftproot «^aio cJL>I_li3 Inetpub 
oI^Ijl^XII g^jLjJuJI o^S ^\kd LoijLS2J3 J-webJL <^bJI 

clJUI 

IP 192.168.1.2 
Mask 255.255.255.0 
Gateway 192.168.1.1 

LcxSVMwareJI ^> c^bJI g^-H^JI o^Ijl^I ol ^j^jjj^ 
t_sJLc i_sl ^3^13 J3AJJ3JI >jjjc> d)L^ 03^1 x^j^ 6j3-^JL £lJd3jo 



^JLc Http Jl Jj^aJ s,s^3 o^Iai:\JI qjo i_sN-pjiJu3 Js>\$ ja\ LJx s t s^-oj 
J\L> <jjo dJJ^3 J3JLL13JI (jjo PjJLc JLai\Ulj />3ii *_SJJ I Oj3jJI 

^Ul >c\JI 

root* set system services web-management http interface e 
mO.O 



a 



root* commit 

i_S\jj\JI LgjS Ojjjul cLaifl^J CI^SV fi5^>3 _j3_V_i-i^J I ^jJI O^JI v^-ij 



Hardware Options 



Device 


Summary 


S Memory 


128 MB 


HI Processors 




SHard Disk (SCSI) 


40 GB 


'^)CD/DVD (IDE) 


Using file F:\XP-SP3. iso 


^ Network Adapter 


Bridged 


©USB Controller 


Present 


Display 


Auto detect 



W\ Connected 

0 Connect at power on 

p Wet w ork - conncct i on 

Q'j Bridged: Connected directly to the physical network 

I I Replicate physical network connection state 
O NAT: Used to share the host's IP address 
O Host-only: A private network shared with the host 
O Custom: Specific virtual network 




System Identification 



JUNOS Software Versio 
Router Hostname 


n 9.0R1.10 




Router IP Address 


Could not resolve hostname 




System Time 




User 


Current Time 


uste I ime 

2010-03-03 08 




■ ime LiMigin 

SO UTC 


System Booted Time 


2010-03-03 07 


48 


30 UTC 00:56:20 




Protocol Started Time 


2010-03-03 07 


49 


14 UTC 00:55:36 


Last Configured Time 


2G10-u::;-0:; 03 


43 


26 UTC 00:01:24 




Active User Count 2 

Load Averages (1/5/15 minutes) 0.18/0.O5/O.0I 





User TTY 

root do 
root jwebl 



7:49AM 
7:52AM 
8:44AM 



Command 

-csh (osh) 



,_sJLc J^>-aJLj i_svjI (_>ajjSjjj\JI cllaclj jo^sus jjoJjpr jj^j i_svJI o^r&j 

oJLJI jjoIs^JI ^...Ja.13 configure modeJI 
root* set interfaces emO unit 0 family inet address 192.168. 
1.1/24 
root* commit 



rciot> configure 



Entering configuration mode 
Users currently editing the configuration: 

root terminal dO (pid 52 57]) on since 2010-03-03 08:15:45 UTC, idle 00:05:42 
[edit] 



LeditJ 

root# set interfaces emO unit 0 family inet address 192.168.1.1/24 



feeHH^ 

root# commit 



•\euuy Serial: COM3 30j H 30 Rows, 80 Cols VT100 iwjt'i 

J\L> (jjo 03^13 j3-Uj3JI (jjj JL^iil ^3^-3 -J^LaJU />$su Ld)J^3 

Pina J$\ 



Ping jjo\JI 



o 




Alies 

<jjLaj_>. ji J3j->. JSLu» JLc 4J jlm"^i J^£ J^t» ^ j g"m ft J^im; bjvLbsj ^jUl j_alj2fl 

ojSj j^sn PrivilegedModejtji.M^ui]! >»tj5fu (> .ti.jjyi 
Alias exec 

Global Configuration Modejt & ^ j-»i9^ ^ 
Alias configure 

Interface Configurationji \ ^aa j^iysfu y^u. idisn 

juui jsiJijcoiSj j-»yi*iii,->j Mode 

Alias interface 

p iJS ,j j-4l3^1 4_iUiS ctiijjia g—Lua^U 4lX*3h jdAJ a Jib 3 

Router(config)#alias exec a show ip int br | exclu 
unass 

Router(config)#alias exec sr show ip route 
Router(config)#alias exec acl show access-lists 
Router(config)#alias exec srint show running- 
config interface 

5 alias exec >»Sfi suns 
a ^^11 jLu^b c«a exclu unass |show ip int br ijL^i 

Router(Config)#alias configure in interface fastethernet 

0/0 

Router(Config)#alias configure eigrp router eigrp 1 0 
Router(Config)# alias interface xl switchport mode 
access 

Router(Config)# alias interface x2 switchport port secu- 
rity 

Router(Config)# alias interface ns no shutdown 



o 



I^jlLc SJCLal ^jj^3 5j-(l(U-a <LalJtffaLu1 ^ jU"„." ^yUl^ S^Abtlt 

p stands for ping 

h stands for help 

lo stands for logout 

u and un stand for undebug 

wr stand for copy start run 

w stands for where 

SjUlLu! jSSbj rt.naly.frt jjUilfjjSj (jilt j j pUSsf! ^ jjjSJi j^stl Ij^J 3jji.T US 

Show 

^jjJI fja\ssJu)^l fiL>^j ^Ul g^jLajJt ANaS j-a! flM-Vlmi JLaj US IfraU-Vlinb 

CCIE 




o 



Jl sLl»J t_ui]i ji Jl Ujb bJi IJJ UU»-t ^j3La OJSU US jJjJ,.mSJI Set jJoJI 5 

dijju di« ijUJsft od^os j^^gj jiaujik-uuij ^ab j! Aaat jiSolitaire 
myPlanNet aj^Ij^s/i ciis^ji 2u»] Ua^aa-j jSi tl . >UJ ^uiij^ 

{>Ua]l i*ljlr um ^jUl C1U4II ^5 tlujjji jj»-^jif UJaj <JjtSVj olj^alG 

j\ CiU^dllb dJudil JjJLu j ijuSI Ui jLou jl dU ^Uu 5U«UI 4jlJb 
ciLs-jil Jl Juaj ji 34 Jaa^llj ZLuJJI J J»jG S jjjS Jj-Ijjj ^JU4 laulaj CujojVI 

IP Next Generation Network 3 \ IPNGN yju j^^sluU^i 




I Switches 
I Service Delivery Center 



w w3 JjISLlo) djej-jljJLml cl_u SuiuS diftiaj I^ILm^I 1 Jaj^ L-mDt IJlu UiJ-tC.3 

(fl^Sl '"" u "'-' u?>a f*y 3 tg-i^ j^i^ J^alS JSl^u 5-utlJl («JljuI CuS ji^ jJli^JI 

jl£ f jf 1 jJ e-Luu^l jrulSJfj 42LluJ| c-Lu ^ £U.Lui o-^ 1 J-*"'"* 1 P(_ T o< BjrulS cLuiil 

oUi^l ^J^HI ^ jliuJl jaiu cUaJJI 0 ^Lijjuj t^Jbe^ajl 0\£ ^jl^ Ciiflj LjLj^^I ^JljJJ 

http://www.cisco.com/web/solutions/sp/myplannet/index.html 

FaceBook ji 2uaut coui^> js as-^j iLudji 
http://www.facebook.com/pages/Cisco-myPlanNet/153538644090 





j IPv4 t^&y&a 



f.i± 4&lj J)) j$S"l ^JAJ lil IPv6 J! g-j IPv4 Jl <L;lic $)iad «Lu)&ll £9^94 i^J |»aa Ji$i j w^JI *Q$ <U;UJI ^Uu) *-il 
jS! j^JI <U j*J ^5^1 life Jjii jl — ^.i <U Ijji j) J*aj jaaJJ fr^^SJI jiaaj u&« 5 ^ £9-^41 jjS *t)al\ Lyl^l <w— II 6ife 

IPv4 Jl £4 <U;Uw JSdi jSJ IPv6 Jl -jl>*ai a k > $4 JS-*y ^J-ia^l jji J ^9 ^'j^J <U'li9*a»« ^ti&ij IPv4 Jl llt±v f^JL&j Lhlil 



IPv4 


IPv6 


uyb4 ^JIja^'i »jj32 W ,;' SI ,1''"-' 


ulUl6 ^jJlj*^) i-yl28 f» S 1 1 1 


kjiMi fusJLui \am >uS j-w; ^*ii4 294 967.296 ^ 
..$\ Multicast 5 Privet IP ji« <ut&« 


340,282,366,920,938,463,463,3^4,607,431,768,211,456 
Iom ^u) 5x1028 !jie. Jidai a^ujU^ ja^u JS/ lS Jaj lift 5 


JS ^ Flood j«/ Broadcast r^-^ 


IP <uIimw1 ^5 ^^utfai ^ Broadcast <um 4^4 
y>5<iiuiJi ^jju ej^ii JS^ Flood J«*l Multicast 

FF02 1 


Checksunrui ^ jali ^ ^ HeaderJi ^jay 


^jit juit'iii ^ HeaderJi ^ Checksunui ^ suiji ^' 
wUaJl ji Link LayerJi^jj^i Checksunui 
.fc/l TCP, UDP ^ ^) ^'31 


jij*u DHCP J^Ia j4 jl Jiiu |*y mIjai 


DHCP (jjiij £4 J^JI <l&>ij 




Jiill j^SI <u>u ^ijj' ^Jij Anycast ^ *a>&i Jii <U£i >ijj 


Op t i onji ^ jaii f^i Header ji ^ 


ext ens ion xiji grf Header Ji ^ Opt ion Ji ^ suijl ^' 
UuiUai ^1 wdi )LiJi jiaAi J')— 5 JIa j ><a i£U ji^i headers 


jJ* Jj^aJU Arp Protocol ^liuy 


J^5 J**ll ^ Arp Protocol uui^'^ 
Multicast Neighbor Solicitation 


jJLcbj^il Opt ion ji ^ ii^D IPsec Jl <ud* 
ur^a j4 J**u j^s>iaJi jjSj d i JJu; Header ji 


HeaderJi ^<Uu4 IPsec Ji 


Fragmen- Jl^ jflli^^yj* Header Ji^jaj 
>j"9>ii J^j^jl J— >4t J*>& j^ui^ij'^ftj tation 


^^'j HeaderJi j< Fragmentation Jl ^ iuij) f»- 
lauu j«>ii j^ii jrf ;Ijj j*s extension headers ^Ji 


j< QoS <uUt Flow Label J^it^di 


^5 Flow Label ^ajj' HeaderJi ^11 ^ ^ iuiiai ^ 
QoS Ji^a-ali 



IPv4 Header 



Version 1 IHL I Type ofService 


Total Length 




Identification / 


Flags | Fragment Offset 


T 


ne To Live v | p/otocol 


Header Checksum 




^•s/ Source Address 




/ \ Destination Address 


[ 


/ Options^x^ 


Padding , 




/ \ 


IPv6 Header 


Version ] Traffic Class | Flo>«Label 


Pavloaci Lenath Next Header |* HopLirnil 


Source Address 


Destination Address 



^Uj^AA^JLfc JjS)i3>j JS Header ^jisjjifl&iAj 

Uu piLiJI ftd Jill *j%i«JI 
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KO HACKING 



tj^i ^ill iiUdjill <U«y ^ I'H i'n'ift tJMu <£*Jl J UdUfr w^'^l j^l! JS <Ui jia>fc wt^ ^O/l lift 
<u^ wylS ^ ui^&Ji ^4 ^JU jUu is^J Jjii <ubJI iiujiaJf ^ uu&i <ul£ ^JL& ^ii ^) J-« 9^/19 <tL-Ji 




<j ^iit Vlan Hopping Jt ^ 




SwitchA#conf t 

SwitchA(config)# interface fastethernet 0/1 
SwitchA(config-if)#switchport mode access 

Dynamic Trunk 3I DTP Jl J^S^^j o-c "^Lp^ 

Trunk Jl juj^j ^svA jLii^L J^S^jJI ljua <UJi>3 Protocol 

JuJcaJ sSl >_svSLjloJ3l CLoljceijujI <_*<£j sSjJI Protocol 

,_sdc Be default Jjcxsj 3^3 ISL 3! 802. 1Q />\j^uj\ s*<«y 

CjuIjlII eiiaijjjyljo \jJS>$ (jjujugj-oJI ,_5vlc 6i3>3joJI otijsJI 

cuL oUI l>+itxj ^^3^1 tjJI DTP Packet JL*jjL) />3iij 3^9 jlot 
Trunk Port ^1 Port Jl Js^J \lio 802. 1Q J^s^j 

jLiiiij yo^Jjj JjojjJI o^; J3S3J3JJI 

SwitchA(config)# interface fastethernet 0/1 
SwitchA(config-if)# switchport mode trunk 
SwitchA(config-if)# switchport nonegotiate 

£3j iJy- jj>\ll >_9jJcJI gx> u i>3l6.llj />3iyil uL OJ3JI »3-l 1j33 
JjCxC *Ju9£Li CjuoS v_sJLJIj3 CLol \>i ml i t~xj sSjJI J3S3J3JJI 
3A3 j3-\JI iJsJrJI gxj ,^03 LajJ I PjJLcxC (j£ J33jjujoJI J3^3j3_>jJI 

switch port viJlill ^o\U J\L> o DTP Protocol Ip.k 

nonegotiate 



Switch Spoofing <uj>wi 




JLqj\JU ^LoouJI gMi> Trunk Port Jl <KsJb$ ol la,^ /As6 VoS 

'6±y>$aS\ VlanS Jl (j^JLOj gjo Jijuj3joJI v_sv9 6^3>3joJI VlanS Jl &jjx> 

li Traffic JS _>>l JjjJjs-kij ^jvlc 

Trunk Jl S: sJasj 0j3Ju Ia^ «ux> cJ^uJ ,_svJI Vlan Jl ,>\JI 
a5L...;iJI ^dc 6i3^3oJI Vlans Jl JSL« JLaAJI ^dc OjAiUI Port 

J3I (JjJSjuJ 

J^53j /J3iij 3I i_svxx^3 (Jjjuj3ji*j Jjo>2j PCI ijJLc i3^3joJI CjjlaJI jo^su 

Trunk Port cuLA ^^3^1 jL^sJI ^jdc 

6_j^j>\JI ,JS l^JI J3^53JI !_sv9 oLj>-\L£JI CjolaJI <_svJas2j Oj3Jl) lifils 
J5 ,_5JLc c^iiJI 4jjlSLol tjJI <isLo\JL) ciSLjiiJI ,_sJLc 6i3^r3joJI 
6i3^3joJI obj3JI 0\J la+ij >-jjjjaJl3 VlansJI ^ qJLujjjoJI C^UI 
i-Kj.-^L.jj.i 3£S jj>\JI ijjJaJI gjo autO <iJb» ijvS O3IJ A ^W5^JI 

^03^ g^JI lipJ t3 VrfV ilKjTrunk Port JJI3 t juajj3jjj JjI lil JJ 
Host §jo J3^3jo Interface JS ^J-c -i^b y>\ °^^-> 



/>^aJ$ Jj3 i>° Oiljicl joj i-SjJI i_sJ->IjJI Tag Jl JjojxJ 

qSuOJ y()l hnJI OlSuoJI { _^J\ C*j5LJI JL^jjLi U3>-)i2j ^joju^jjoJ I 

oJI Untagged c*4L/ JS JLuj/li f>yx$}\ 6sJI l-i*J sSjunJI 
,jjo viLJi /x»j3 ci_sv-<jj <_s\J <3jo-l>j_»^uo _><i3 Laj_..i.Lo o^IjlcI />j Vlan 

^I^aJUc J5LjJju-210 /x9jJI cjjjj>\$ Vlan cisLblj ^033! ol <^»j ^3! 

Switch A(config)# vlan 210 
SwitchA(config)# interface fastethernet 0/1 
SwitchA(config-if)# switchport trunk native vlan 
210 

Untagged jisj caaSIi <s\ "Li o^^JI ,n>i cJWI jjo'\)I ^9 

Vlan 210 Jl ^1 

go <iJajljjuo ^Nj^JI OJLd) gjjoc* ul <_sv^3 Lp^yiol ul v^l 0>jJ>I <toJ5 
litdl i-aSgj ul g_; Wl .ii i i_5vj^> l-g-j-o..^ LdUu^ju ^jS^j^ (j^JiJI Lg .<o?.i 

. tjjjjaJI /33<tpJI 1 jjo £,3jJI 




J^^j^JJ iLulaJJ Lpj\J (_sJ3\JI tjjo Jjo^>I cujlill <iojjJaJI 6_>SL9 

3J ^.pJ Vlan ^l 

>_sv Objjo LpjXjuJ3 _/oJ Ca^Li JLujjl IjijjO (_sJLc />3iiJ <*JoLj-ujj 

/>$su. A jiJuj^j^uJI ,_5JI c^SUI L0JLLC3 802. 1Q tags 
t^JI LpJLujjLi /33JL13 ho9 ^sorjLaJI Tag Jl ^JljLi ^jjjjj^jj^ 
B ^^3^1 oJ! L0JULC3 untagged packet IS B ^^Jl 



RADIUS & TACACS+ ftoloJI lAun ^ tyto 



O 



TACACS+ ^j^j gj.u&m!3 L_a ^jjoj tlilajjall Iaa (_J£J <ilje.ljs Jbu IaaLj 

i> RADIUS -M jl djk J«SI £51 jll Ul VI ^JLu X J^Vl 

jAj-a-all jjLo JjVl (jl iSSc. 1 La ^g-lc L_l±ui!|j TACACS+ laJLal 

? RADIUS jL^i 

L^sjI ^jLxj (filllj ji-a*ll jjiall gj-aljjJl ^.^ftllo US 131 RADIUS J "'^ ' 
£l jjVI lUA? 1^* J 1 *'' 1in ^ ^Ja^> ^ J-^ (*3 RADIUS 

o^uJi Performance Jl jl »bVl ^ RADIUS 

TACACS+ ^ JSAj J*s RADIUS -SI jV ol j3 jjlh 

?TACACS+ jl^i^ 
T+ -11 ai 4Si<iil Ujjc ^ (>Vl jj^i TACACS+ 

^Saoll 2ujl£j <iLi.VL; J.IS JLlIj JjLull AjLc jjLiL pjij ACACS 

^illi^a CllV J^J^J^W (_J- aat ^ I j A^JxbII jjj^J I " 3 3C TACACS"^" J 

AppleTalk,Novel,NetBios,X.25 

IjLAja ' ■ l^allj d< <i','i\l ^\t~ i . ij\U^ ft^gj^ <J JJ-ail (jj^ 1-aAic. ACACST+ jlla-j 
-I v^"...l (JfjU, 3<..tH <i u^*; l/^l J TCP J' J Lialjaiyil jA 

three-way handshake aj^u. 



jjLoVI tj* -li^ ^SS ^)3jJ ^s^Slj A^iUill A-a^-ft]l cUJuVI O* ^ 1 ' J )^J^ U1 S' JJJXJ 

authentication, authorization, and accountability AAA 

CjLuOJjxiill ^-l^jVI O-aajj CjIjjj^)]I ^-l ^jjl ^J^-^ J Sj^^^a A J i f~t\ ~\ ^jAj 

AjiiJ SiUiaVlj Aiiiill Jl J jijli ~;J i aSSI *Uaci Ajnn'lj]l L^jajla JJ 

. Jjjjll Jc- (J^JJ (J lu J£l Cjl_l^.^L-a]l 




TACACS+ server 


RADIUS server 


iaSs i i y i. o^_^Li j a) > ii 


' "J ' a S U-j^ c>J o J^^' l!^ 


jj»JITCP -SI Jj^jjjjj 
connection-oriented 
dj^j ls'^ transport 


(_^jilljUDP -J' J _y JJ} a^lujJ 

Jl ^aU>Vla TCP -SI i> 








3j3 jja V J J^J^>SI J 0 ^ J^^a-^l 
JJjjll 


(_Jalui-a (J£-u1j Ajj^la (J^ £<a (jjii xli 


authentication, -ii g*± 

Sia.1 j 3 ji^. authorization 




Mf^ 1 j privilege mode >j 
authentication, -it ^ > M= 
o^S' f,'^".' 2^ authorization 




Apple- <JSjSi cjVj^jjjjJi ^jjV 
Talk, Novel, NetBios.X. 25 
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Cisco Systems 







256 MB (installed) / 1 GB (max) 


Flash memory 


64 MB (installed) / 256 MB (max) 


Type 


Router 


Connection Type 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Encryption Algorithm 


DES, Triple DES, AES 


Supplied OS 


Cisco IOS SP services 


Voice Codecs 


G.711, G.723.1, G.728, G.729, G.729a, G.729ab, G.726 


IP Telephony Features 


Echo cancellation (G.168) 


Protocol Remot 


SNMP 3 


Interfaces 


2 x network - Ethernet 10Base-T/100Base- 
TX/1000Base-T - RJ-45 | 2 x USB | 1 x man- 
agement - console j 1 x network - auxiliary 


Firewall protection, 128-bit encryption, hardware encryption, VPN support, 
MPLS support, URL filtering, 256-bit encryption 




RAM 


128 MB 


Flash memory 


16 MB Flash 


Type 


stackable -Switch 


Mac- Address Table 


12000 Entries 


Interfaces 


48 x Ethernet 10Base-T, Ethernet 100Base-TX 


Connection Type 


Ethernet, Fast Ethernet 


Data Rate 


100 Mbps 


Authentication method 


Kerberos, Secure Shell (SSH), RADIUS, TACACS+ 


Protocol Remote 


SNMP 1 , RM0N 1 , RM0N 2, SNMP, Telnet, SNMP 3, SNMP 2c 


Routing Protocol 


OSPF, IGRP, BGP-4, RIP-1, RIP-2, EIGRP, 
HSRP, IGMP, DVMRP, PIM-SM, static IP 


Flow control routing, auto-sensing per device DHCP support, auto-negotiation, ARP support, trunking, 


load balancing, VLAN support, auto-uplink (auto MDI/MDI-X), IGMP snooping, manageable , IPv6 support 




o 



Cisco 2800 Series 
Voice Bundles 
(CISC02851-CCME/K9) 





Catalyst 3750 Series 10/100 
Workgroup Switches 
WS-C3750-48TS-E 



RAM 


512 MB 


Flash memory 


64 MB Flash 


Tvpe 


Security appliance 


Connection Type 


Ethernet, Fast Ethernet, Gigabit Ethernet 


Interfaces 


1 x network - Ethernet 10Base-T/100Base-TX - 
RJ-45 | 1 x management - console - RJ-45 | 2 x 
Hi-Speed USB - 4 PIN USB Type A | 1 x serial - 
auxiliary - RJ-45 | 4 x network - Ethernet 
10Base-T/100Base-TX/1000Base-T - RJ-45 


Encryption 


DES, Triple DES, AES 


Performance 


Firewall throughput : 450 Mbps j VPN throughput : 
225 Mbps | Connection rate : 12000 connections 
per second 


Features 


Firewall protection, VPN support, load balancing, VLAN support, High Availability 


Concurrent sessions : 280000 | IPSec VPN peers : 750 | SSL VPN peers : 
2 | Virtual interfaces (VLANs) : 1 00 


6% 




Cisco ASA 5520 Firewall Edition 
ASA5520-BUN-K9 
security appliance 



fci Juniper 

S— NETWORKS I 



Cg) 



Aggregate Half-Duplex Throughput Dimensions 



* 10 Gbps 
FPC Slots and Full Duplex Throughput 
per Slot 

* 1 built-in, 4 Gbps additional 1 Gbps 
for FIC 

PICs per Chassis 

* 4, plus 2 additional fixed FE, or 1 
fixed GE ports 

Chassis per Rack 

Redundancy ROUter M7i 

* No 



* 3.5x17.5x18 in 

* 8.9x44.5x45.7 cm 
Mounting 

* Front or center 
Maximum Weight 



Power Options 

* DC Input Power (Fully Loaded): 10 A at -48 VDC; 378 
watts 

* No. of power supplies required (non-redundant/redundant): 
1/2 

* AC System Input Power (Fully Loaded): 4 to 2 A; 100 to 
240 VAC; 47 to 63 Hz; 400 watts 









1 1 




1 








:: «r <=* * - 






1 • 1 


V 


" 1 1 











Number of Interfaces* 

8 mini-GBIC (SX, LX or TX), or 2 XFP 10 Gig 
(SR or LR) 

Maximum Number of IP Addresses in 
Trusted Interfaces 

Unrestricted 
Maximum Throughput 

* 10 Gbps FW 

Maximum Number of Sessions NGtSCr66D"5200 

1,000,000 

Maximum Number of VPN Tunnels 

25,000 

Maximum Number of Policies 

40,000 



Maximum Number of Virtual Systems 

0 default, upgradeable to 500 
Maximum Number of Virtual LANs 

4094 

Maximum Number of Security Zones 

16 default, upgradeable to 1,016 
Maximum Number of Virtual Routers 

3 default, upgradeable to 503 



Routing Protocols Supported 

OSPF, BGP, RIPv1/v2 
High-Availability Modes Supported 

* Active/Passive 

* Active/Active 

* Active/Active Full Mesh 
IPS (Deep Inspection FW) 

Yes 

Integrated / Redirect Web Filtering 
Yes 
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Maximum Performance and Capacity 



Network Connectivity 



Routing, Virtualization, Encapsulations 



Fixed I/O: 4 x 10/100/1000 
Maximum PIM Slots: 3 



Router J2320 



> 



* Junos Software Version Support: Junos 
Software 9.1 

firewall Performance (Large Packets): 600, Maxjmum E p| M s|ots: Q 

* Firewall Performance (IMIX): 400M 
Firewall and Routing PPS (64 Byte): 175, 

000 pps 

* 3DES and SHA-1 VPN Performance: 140 
Mbps 

Concurrent VPN Tunnels: 512 MB / 1 GB 
DRAM 256/512 

Maximum Concurrent Sessions: 512 MB / 1 
GB DRAM 64K/128K 

New Sessions/Second: 5,000 



* BGP, OSPF, RIP, Static, ECMP: Yes 

* Multicast, PIM SM, SSMJGMP: Yes 

* Maximum Number of Security Zones: 40 

* Maximum Number of Virtual Routers: Yes 

* Maximum Number of VLANs: 256 

* PPP, FR, MLPP, MLFR, HDLC: Yes 



MMiper' J2320 

r - m 




Data Rate 

* 480 Gbps 
Throughput 

* 357 Mpps (wire speed) 
10/1 00/1 000BASE-T Port 
Densities 

24 (dual-mode 1/10GbE 
network ports) 

10GBASE-X Port Densities 

24 

100BASE-FX / 1000BASE- 
X (SFP) Port Densities 



Resiliency 

Dual load-sharing internal autosensing AC 
power supplies 
Power Options 

Autosensing; 110/220 VAC; 60/50 Hz 
Operating System 
JUNOS 

QoS Queues / Port 

8 

Traffic Monitoring 

N/A 



MAC Addresses 

16,000 

Jumbo Frames 

9216 Bytes 

IPv4 Unicast / Multicast Routes 

N/A 

Number of VLANs 

1,024 

Switch EX2500 
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ajj! jJi rtJLJaJi Jj (jaiii jn\ ca^jSjjjjpi jL»i Transmi s s ion Transfer Protocol I TCP 
3^ dj^MjU >iiSij 2ujj.iSuLajt SsLuyt ^ cjUUJi J2u ^ jJi ^"njt^jj JPji JjSjjjj-i ^4 ^jisiuijgTransport Layer 
Three - WayJt ZuJuju ^UiaJi JM^- s-pa^ J^-^ ^jUjiii t^*? - Jj^j 6-* jS^ii'i J*« >lij J/ 71 "- 11 ^jju cjULuJi jjaj 

Handshake 



tygjj Laulaj CiUUdi jaj J j^Jbeiuu LqjI JjSj3jj%Ji User Dtatgram Protocol : UDP 

Jiu J j i r-i >\; 4^1 Jbslul Jbtj I jJ Qj~>-ir~i J*\ in; CiUUoJt J jSLDLi j>^2u^ 4_ii rt-Luuj oj^^yi Jjeull ACjmj o'jAAiy AjljIjJI 4Ja_ila]l Jf 

- Lul l I J Cl^uaJI 



5j4^ii^^L>^jjlaiauCiLjj5 Jt ^i^i fU U i^Q J ia^jjjf»^ja-»jL> (J 4j Domain Name System^^*^ : DNS 



jyj^ j*^^ asLooJi (J J^aj J jSjj^^aj Dynamic Host Configuration Protocol juZ^ : DHCP 

DHCP -a a^-j LS l£. iapjija DNS J! l&LaSfb (^tj >-a». j dLmUa ^^jl J^uu I dAj i*5Lu2Jt JL^jSU SujMJl CiUaLdl JSLi S^^s-Sfl 

2ujSUl CiUaLdl JS ^jk. Juaauj j£ jjtJl ^» JLajSfL fjAi Client 



JjS^j^ jajoUiUi Jiu JjSjjj^ jiajLi^i jii^is^j^sujia File Transfer Protocol (^1*23 : FTP 

C1U1UI J2lu j» j2u q\ Jujj LJ UI 3 j4>-ifl i—ddalb US Jjajl!-2 1 Cij^jJI (* (_>aL» j3 JM> ^4 3j4>.sfl ^jju CiliiUl J2u AjlUj* 

FTP Client ^ji^j^ijijijjuJt^ 
j^^t^j^ jL-ai'iU ,»j^LaJ3 433^*11 4S_uiii ^'^s^^jj jl>.i Terminal Network : Telnet 



Computer Networking ^ Address Resolution Protocol j^z^ : ARP 
j>U&dQjji3jjjL4^y^jj1^uioi>i£ (jLc Jj^aaeli a^lxj jJt <aiLiiajj Link Layer 2uii!di aajtalt ^ Jojuj Protocol 
Inverce ARP ucju «U ueu^j J^jSjj^ JM> ^ pjl** (j^ 1 Jt.J^^ 1 i^t 2uUaJi t^uSjj ^UHt jl a« jLajsTi 



jyjfi scLdaJt j«ju ^1 ci^fjSjjjjjJi jaj Hyper Text Transfer Protocol : HTTP 

aa^.u Uj-.j^aI'.^ . 1 .iu-jj www ,<-,.ii ^c.r.n ^ '<i j?»''t j» >-^-"...jj ^pp"* 3 f^i-i r>n Layer 

HTT P S JjS (jn^Tj j^jiiuj tj\ (j^ ijLjUjJt JUijLj j»^iu rt.ij^jj j^jjLtoiSi CujJuSj ^fljjla Jjl4 ^jluaUt ji^sl jj rt_ilf Jl^Laj 



(24) 



JLujLl LajS s_t>-jl US dJSooil (J>> 42ujJs3 <J| 4^LbbfLi i\SLuuJl ,J . jj Jl3 jjUl (JSLai. j^jJti (<1 111 fill I JL& j^j.^A." («JLl u^j^u 

. t^j^i j^i^dijju^ jia^j magazine@networkset.net subai ju^j^^LLa 

fJJSJ (jjlltj j^-Luj ^4 J^-^il l£jUl!I J ,J ^' 1 LtM-C- ^J^sj JSLuil ^4 I : JssJl 

Oljijjla jd aiSLidi Jstlj jl^tJi J! J j^dJi j>4 1 CMP Ji JjU j js 
I&jluj (ftSljelll it>- J! J 3>- JJt J M>- ^> lIIJ j (sjjj J* IS JSLuu lSjUJI jiJfJl J*c JaUaji cii^l 
^La'L AjuIjJI 42jjJaJI OFF ji JaUajl jLS. l _ ? k. j^ijil ^>jj ^J^' J 1 ^ 1 J! 

(>» ICMPji JjUj lijt-^i j'"^ siiimi 3! Exceptions 



E 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 

□ Allow 



Allow incoming echo request 



incoming timestamp request 
incoming mask request 
incoming router request 
outgoing destination unreachable 
outgoing source quench 
outgoing parameter problem 
outgoing time exceeded 
redirect 

outgoing packet too big 



Description 

Messages sent lo this computer will be repeated back to the 
sender. This is commonly used for troubleshooting-for example, 
to ping a machine. Requests of this type are automatically 
allowed if TCP port 445 is enabled. 



| Cancel | 



CiljLi. t»i..x\ lAJbuj l£jUJI j.JIsJl CiJlJL^J LbJLuj {fl^VHl 4>>ji J[ LaJ A^^Ul JM>- 

jLl>* s ja^Jb 2-^3^5 ^ us j-ai^ii ICMP jUitj iajljuj Advanc edji a aiin" 4 
^ji^Ji jki Allow incoming echo request 



■i Conficker Remover by Enigma Software Group 



5„ Conficker I " ' ■ 

removal tool I Engma Software Group 

Please click the "Stat" button to begin the removal process. 
Mole that every step of Ihe Conficker removal process lequies a 



Kasper sky , Nor ton , Jiu> ^^j-jLqJi cibL&aj ajUseJi £&\$a^AL\ j-icu ^ lS-lIc jyJt •. ZdSL^a 
I Conficker jjSijjS u^-^j ^ju-aii j£jl ^jjjLa jxcu sk^u oj& cijbu •. jseJi 

^l^ll ,j-4 jjiSJlj CuJ^u/jj5LjL» J! 2usLi>iflj ljjijjjLs ^yjsfl ^l^tilfi ^M^W (j^jjj Loll ljub 
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jj BrougWtoyou by: 
SpyHunlerv3 



It is FFIEE tool is designed only to 
detect am! remove si VOliontS o( 
the Conficker WOrm. a prevden! end 
'jange. O'.is Internet lh" "' 

This free tool was 
developed by Enigma 
Software Group, the 
makers of SpyHunter. 



I> [sSi] 



Name 

^[(Default) 
.^DispldyName 
^ojErrorContral 
SllmagePath 



Type 

REG_5Z 

REG.5Z 

REG_DW0RD 

REG_EXPAND_5Z 

REG.DWORD 

REG DWORD 



Data 

(value not set) 

USB Mass Storage Driver 

0x00000001 (1) 

system32\DRMR5tUSBSTOR,SVS 
0x00000003 (3) 
0x00000001 (1) 



o 



Settings | Term: | 
Define Hotkey 

Hotkey: It is the set of keys that you define, to help stop this 
application from running 

y -. Stops Cut, Copy, Paste, Delete, etc 

0 Grays out context menu items and disables task manager buttor 
Define Hotkey : None 



ftf-e.g. CTRL + P 
Prevent Homepage 



USB ji cibtiajSrjiUAj 
regedit suusl ^ jlc Ja^ju ^ iajlu^ Start ji iju! js ^ : jsji 

HKEY_LOCAL_MACHINE\SYSTEM\Cur rent Con trolSet\ 
-3 L>4«a«jS j^ulu^ Start Jj^xUi iIa ^ &o4$ Services\USBSTOR 

9 Laji ^SLuili (jicj jJjj.u.ftSJl (jic (jtriUlj in'ill ^Jl^j i auS s SKm » 
J ji-Jjl JjSfl ^lldjjla tjj Jj jj j-LcaSJl jl$>- u^lc (J^lj ^uulll JtSlul u^UajL j» j2j ^^SJ s J^Jl 

fijiiPrevent 1.0 ^jCJLj IA>. jryu^ J^t» i»Iu ^>SJ ^jk. -IhTuj 

^^lc. l&Jbsj q\ ^ jU"..,~ ^-uLflll 4^9] CaljUa!L>-i (JJ A£Ui»^Li (J^lj jr_tuJJl JlSLii JS L^ljajU 

3 j^juu jjjUuj ljJLC, CfaUj ijataSsA j£ juu JM>- (^4 f«^u (_^£ "k< '-tt ^11 -•* ' — *' 11 ■ 

jsJci^^La<uiLi»lij»j2jjA3 Rights Management Services ^ju 

j i?i"...ti ^ J^lS ^^iisjjj <U oj^j Jsjxu_j CiUjjSl k-ijjii'lj u^o^jii'l CiLoL« p & U 




